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1. OBJECTIVE 

 
The purpose of this Policy is to guide anyone interested in Scala's guidelines regarding the privacy 

and protection of the personal data of Customers, Employees, Third Parties, Service Providers, 

Suppliers and Partners to whom Scala Data Centers S.A. (“Scala Data Centers”, “Scala” or 

“Company”) has access as a result of its activities, establishing the rules on the collection, use, 

storage, sharing and elimination of personal data, in accordance with the laws, regulations and good 

practices adopted in the market.  

 
2. SCOPE 

 
This Privacy and Data Protection Policy applies to all employees, trainees, directors (”Employees”) 

of Scala and those external agents who represent or act on behalf of the Company, including service 

providers, suppliers of materials or inputs, consultants and other third parties (“Third Parties”). 

 
3. DEFINITIONS 

 
To facilitate the understanding of this Privacy and Data Protection Policy, the following definitions 

are adopted: 

 
a) Controller: A natural or legal person, whether governed by public or private law, who is 

responsible for decisions relating to the processing of personal data; 

b) Joint Controller or Co-Controllers: When two or more controllers jointly determine the purposes 

and means of processing and are jointly responsible for the processing, in particular with regard 

to the exercise of the rights of the data subject and the respective duties to provide information; 

c) Personal Data: Information relating to an identified or identifiable natural person, including 

information that can be combined with other information to identify the data subject; 

d) Sensitive Data: Personal information revealing racial or ethnic origin, religious conviction, political 

opinion, membership of a trade union or organization of a religious, philosophical or political 

nature, data concerning health or sex life or genetics, when linked to a person. 

e) Cookies: Small text files sent via the internet to the user's browser, which are stored on their 

device and allow recognition of the devices that access the Scala website or application;  

f) Data Protection Officer (DPO): Person appointed by Scala Data Centers and responsible for 

acting as a communication channel between Scala Data Centers, the Data Subject and the Data 

Privacy Protection authorities in the countries where Scala operates; 

g) Operator: A natural or legal person, governed by public or private law, who processes personal 

data on behalf of the controller. 

h) Holder: The holder of personal data is the owner of the information, a natural person. 
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i) Processing: Any operation carried out with personal data, whether or not by automated means, 

involving the collection, production, reception, classification, use, access, reproduction, 

transmission, distribution, processing, filing, storage, deletion, evaluation or control of the 

information, modification, communication, transfer, dissemination or extraction; 

j) User: Anyone who makes use of the systems, websites, applications and platforms made 

available by the Company. 

 
Scala is committed to implementing information security standards and protecting Personal Data in 

order to guarantee the individual's fundamental right to self-determination of information. In this 

sense, confidentiality, completeness and availability, as well as authenticity, accountability and non-

repudiation are objectives to be pursued for the security of Personal Data. 

 
When implementing processes, procedures or systems involving the Processing of Personal Data, 

Scala must adopt measures to ensure that Privacy and Data Protection rules are adopted. 

 
When Personal Data is processed in countries other than the one in which it was collected, the laws 

and regulations applicable to the international transfer of data in each country must be observed. 

 
4.  REFERENCE DOCUMENTS 

 
General Data Protection Law; 

General Data Protection Laws in force in Colombia, Mexico and Chile. 

 
5. RESPONSIBILITIES 

 
Regarding the roles and responsibilities within the scope of this Instruction. 

 
5.1. TREATMENT AGENT 

 
Scala Data Centers acts as a controller of personal data in its administrative business processes. 

 
5.2. COMPLIANCE 

 
The Compliance Area is responsible for proposing a review and update of this Policy, as well as 

conducting the identification of risk factors for the protection and privacy of personal data and 

procedures that may generate some exposure. 

 
It must also propose and review the scope of preventive actions related to protection and privacy 

risk factors, prioritizing the most relevant processes and those in which Scala may be most exposed, 

in addition to promoting the assessment of compliance and internal controls of the prioritized 
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processes, together with managers and others involved, in order to mitigate the risk factors for the 

protection and privacy of Personal Data. 

 
5.3. DATA PROTECTIION OFFICER – DPO 

 
The Data Officer is responsible for: 

 
a) Conducting periodic assessments of the Company's maturity in relation to privacy initiatives, 

identifying improvements as well as their evolution; 

b) Cooperate and liaise with the National Personal Data Protection Authority and the Data Subject; 

c) Ensure the efficient management of Consent, through periodic reviews of its use and registration, 

the Legal Basis authorizing the Processing of Personal Data and the implementation of the 

appropriate technical and organizational measures; 

d) Keeping an up-to-date record of Personal Data Processing operations, including the respective 

legal basis; 

e) Act as the data subject's point of contact, ensuring transparency throughout the process; 

f) Ensure internal training. 

 
5.4. LEGAL 

 
The Legal Area must support the other areas so that contracts involving the transfer or Processing 

of Personal Data contain privacy clauses that are in line with the applicable legislation and 

regulations, provide legal support in the event of Personal Data leaks and in the interpretation of 

legislation and regulations relating to the protection of Personal Data, and must also support the 

person in charge in the interface with National Personal Data Authorities. 

 
5.5. MANAGERS 

 
All Employees in Management positions must ensure that their subordinates know and understand 

this Policy.   

 
Managers are also responsible for reinforcing the importance of Information Security, 

communicating, influencing and promoting the terms, obligations and responsibilities of this Policy 

to their subordinates.  

  
5.6. EMPLOYEES  

  
All Scala employees must ensure and guarantee compliance with this Privacy and Data Protection 

Policy.  
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In addition, it is the duty of all Employees to participate in the training sessions for which they are 

called and to immediately notify the Compliance area and/or the person in charge of any non-

compliance or violation of this Policy and/or standards and procedures, as well as any identified 

deficiencies or possible privacy risks. 

 

5.7. PERSONS ACTING ON BEHALF OF AND FOR THE BENEFIT OF SCALA  

 
As well as its Employees, any person (whether natural or legal) acting on behalf of and for the benefit 

of Scala is not authorized to carry out any acts prohibited in this Policy.  

 
They must also preserve the integrity, confidentiality and protection of the information, including 

personal data, to which they have access and make use of, as well as ensuring and protecting the 

respective information processing systems.  

 
The Company must ensure that the service contract includes privacy clauses that require the 

outsourced Data Operator to implement security measures, as well as appropriate technical and 

administrative controls to ensure the confidentiality and security of Personal Data and specify that 

the Operator is authorized to process Personal Data only when formally requested by the Company. 

 
6. PRINCIPLES 

 
The Company handles Personal Data fairly, transparently and in compliance with the principles 

defined by the applicable legislation, when collecting, handling, storing, disclosing and processing 

personal data, in order to meet data protection standards.  

 
Below are some of the principles established by Brazilian law, which also comply with the best global 

practices on the subject: 

 
a) Purpose: data processing will take place for a defined purpose; 

b) Adequacy: processing must take place in a way that is compatible with a given purpose; 

c) Necessity: processing must be limited to the use of the data necessary to fulfill the previously 

defined purpose; 

d) Free Access: guaranteeing the holders of personal data a service that allows them to consult on 

the form, processing and security of their personal data; 

e) Data Quality: the data processed must be clear, accurate, relevant and up-to-date in relation to 

their respective purposes; 

f) Transparency: guaranteeing the holders of personal data a service that allows them to obtain 

clear and precise information about the processing of their data, including in relation to the 

processing agents involved; 
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g) Security: technical and administrative measures to manage information security and privacy; 

h) Prevention: technical and administrative information security and privacy management 

measures must also act to prevent incidents from occurring; 

i) Non-discrimination: under no circumstances will the processing of individuals' data be used in 

discriminatory, unlawful or abusive situations; 

j) Responsibility and Accountability: mechanisms for demonstrating the effectiveness of 

information security and data protection measures. 

 
7. PROCESSING OF PERSONAL DATA  

 
The Company undertakes to process personal data for specific purposes and in accordance with 

legal bases, such as:  

 
a) Upon provision of consent by the data subject; 

b) To comply with legal or regulatory obligations; 

c) for the processing and shared use of data necessary for the execution of public policies provided 

for in laws and regulations or supported by contracts, agreements or similar instruments, under the 

terms established by the law in force; 

d) when necessary for the execution of a contract or preliminary procedures related to a contract to 

which the data subject is a party, at the request of the data subject; 

e) for the regular exercise of rights in judicial, administrative or arbitration proceedings; 

f) when necessary to meet the legitimate interests of Scala or third parties, overriding the 

fundamental rights and freedoms of the data subject that require the protection of personal data.  

 
Personal Data may be provided by the data subject to Scala or collected automatically by digital 

means.  

 
Personal Data may also be received through third parties who have some relationship with the data 

subject, as well as from databases made available by public authorities (such as the Internal 

Revenue Service, Central Bank) or third parties, public bodies, public sources such as the Internet, 

the media, social media and public records and other sources, as permitted by applicable law, or 

even data made public by the data subject on websites or social networks, always in strict 

compliance with local law. 

 
During access to our website, we may collect some data in order to get to know the user better and 

offer the most appropriate experience during access to our website, but we do not collect personal 

information that can identify the user individually. If the user does not wish to provide this information, 
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they can disable cookies through the configuration options of their browser. In this case, our website 

may not be able to perform all of its functions. 

 
The Company is not responsible for the veracity or inaccuracy of the information and Personal Data 

provided by the Data Subject. 

 
Scala limits the processing of Personal Information to the minimum necessary to fulfill its legitimate 

and specific business purposes. 

 
8. INFORMATION SECURITY 

 
All Personal Data provided by the data subject to the Company, collected automatically or received 

from external sources will be stored in a secure database or physical medium, with access restricted 

to authorized and qualified professionals who need it exclusively for the performance of their duties.  

 
The Company ensures that appropriate technical and administrative measures are applied to 

Personal Data to protect it both against unauthorized or unlawful Processing and against loss, 

destruction or damage.  

 
The Processing of Personal Data must also guarantee the following minimum security standards to 

protect the data, as well as guarantee appropriate confidentiality. Below are some minimum security 

standards: 

 
a) anonymization of data, whenever necessary and possible; 

b) Allowing access to databases or personal data storage sites only to previously authorized 

persons, committed to maintaining the absolute secrecy of such data; 

c) application of access registration mechanisms capable of individualizing the person responsible 

for processing and accessing personal data as a result of the use of digital media;  

d) keeping an inventory indicating the time, duration, identity of the employee or person responsible 

for accessing and archiving personal data, based on connection and access records to the 

systems; 

e) in the event of data transmission, this procedure will take place in a secure manner, without the 

disclosure of personal data that makes it possible to identify its holders and always to countries 

that have regulations similar to the LGPD and GDPR. 

 
In case of doubt, please consult Scala's Information Security Policy. 
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9. DATA SHARING 

 
Any activity involving the sharing of personal data with third parties must be based on a contract or 

contractual amendment, according to standard drafts prepared by the Legal Department.  

 
Contracts with third parties, where appropriate, must contain clauses that safeguard the rights of 

data subjects with regard to privacy and the protection of personal data, as well as Scala's interests.  

 
If it is not possible to formalize a contract or contractual amendment (for example, in the case of 

requests from supervisory bodies or the judiciary), the sharing of personal data and the legal basis 

for such sharing must be analyzed by the person in charge, with the support of the legal area and, if 

they verify the absence of a legal basis, they must bring it to the attention of the compliance area, 

which must recommend the measures to be implemented by Scala. 

 
10. DELETION OF PERSONAL DATA  

 
The data subject's personal data will be deleted, in compliance with the relevant legislation, when:  

 
a) the purpose for which the data was collected is achieved or when the data is no longer necessary 

or relevant for achieving this purpose; 

b) when consent is revoked by the holder, except in the case of storage determined by legal or 

regulatory obligation; 

c) by order of a competent authority.  

 
The use of the services offered by the Company through its digital channels, such as the website 

and app, will be governed by terms and conditions of use in strict compliance with this Privacy and 

Personal Data Protection Policy and the Information Security Policy. 

 
11. DATA BREACH MANAGEMENT AND PENALTIES  

 
All Incidents and potential data breaches must be reported to the Data Protection Officer (DPO), 

since the appropriate response will be fundamental to minimizing the damage caused to data 

subjects and Scala.  

 
Scala has Incident Response guidelines that establish the roles and responsibilities, as well as the 

measures to be taken by the teams so that the company can respond in a timely manner to an 

incident, always ensuring the integrity of the systems and the protection of any and all information 

that could make it possible to identify a person. For further information on Scala's incident response 

plan, please refer to DI-088-CPL-01 LGPD - Incident Response. 
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12. DATA PROTECTION AUDITS 

 
The Company must ensure that there are periodic reviews in order to confirm that the Privacy 

initiatives, its system, measures, processes, precautions and other activities including the 

management of Personal Data protection are effectively implemented and maintained and are in 

compliance with applicable legislation and regulations. 

 
13. RIGHTS OF THE HOLDER OF PERSONAL DATA 

 

The Company will guarantee the following rights to the Personal Data Subject, at any time and upon 

request: 

 
a) Confirmation of the existence of processing of their Personal Data; 

b) Information on the specific purpose of the processing, the form and duration of the processing 

and the responsibility of the agents carrying out the processing; 

c) Access to data collected by digital means; 

d) Correction of your data if it is incomplete, inaccurate or out of date; 

e) Anonymization, blocking or deletion of data that is unnecessary, excessive or processed in 

breach of applicable legislation; 

f) Portability of your Personal Data to third parties, at your express request; 

g) Deletion of personal data processed, upon request, except in cases where its storage must be 

done in order to comply with legal obligations; 

h) Obtaining information about the sharing of your Personal Data with public or private entities, as 

well as its purpose; 

i) Obtaining information on the possibility of not giving your consent to the processing of your 

personal data, as well as being informed of the consequences if you do not; 

j) Revocation of the consent previously given for the processing of Personal Data, if applicable.  

 
Scala has a service channel for the exercise of rights by the holder of personal data.  

 
14. REPORTING DEVIATIONS AND CONTACTING THE DPO 

 
Failure to comply with this Policy or any Applicable Legislation is subject to disciplinary measures 

and other consequences that may be applied by Scala, without prejudice to any applicable legal 

measures.    

  
Anyone who becomes aware of practices that may represent a violation or potential violation of this 

Policy or are in disagreement with applicable national and foreign legislation should report the 
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situation to their direct manager, the DPO, the Information Technology department or through the 

following channels:   

 

• E-mail: scaladatacenters@contatoseguro.com.br  

• Telephone numbers: 

o BRAZIL: 0800 9009 292  

o MEXICO: 800 099 1526   

o COLOMBIA: 01-800-5189185  

o CHILE: 800 719 909   

  

When making a report, the whistleblower should provide as much detail as possible about the 

situation so that the information supports and directs the investigation procedures. It is important that 

the whistleblower keeps the registration number of the report and consults it periodically to check for 

interactions that may be recorded by Scala staff on the Ethics Channel platform in order to clarify 

and/or request additional information about the report.    

  
Scala Data Centers undertakes to investigate all reports received with independence, caution and 

responsibility, in a fair and impartial manner, and to apply the appropriate disciplinary and/or legal 

measures when necessary.   

   
Any form of retaliation against the whistleblower is frowned upon and prohibited by Scala Data 

Centers.    

 
To exercise your rights or clarify any doubts relating to the processing of your personal data, please 

contact our Data Controller and/or DPO (Data Protection Officer) Isabella Neves Elias Sarmento. In 

order to ensure the continuity and availability of communication, Veronica Echavarren Armentano is 

appointed as the Deputy Data Protection Officer and/or Substitute DPO. 

 
E-mail: tratamentodedados@scaladatacenters.com 

 
15. ATTACHMENTS  

 
N/A.  

 
 
 
 
 
 
 
 

mailto:scaladatacenters@contatoseguro.com.br
mailto:tratamentodedados@scaladatacenters.com
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16. RECORDS 

 

Identification Classification Protection Storage Location Recuperação 
Minimum 

retention time 

Disposal 

(Disposal 

form) 

Deviation 

Reports 
Confidential Login Contato Seguro Code 5 years Indefinite 

 
 
17. VERSION CONTROL 

 

Version 

Preparation Critical Analysis Approval 

Date 
Person 

Responsible 
Department Date 

Person 

Responsible 
Department Date 

Person 

Responsible 
Department 

1.0 28/10/2024 
Luis Paulo 

Francesquini 
Compliance 29/10/2024 

Márcio Felix / 
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Compliance 
29/10/2024 Marcelo Salim 

Governance - 

Risk and 

Compliance VP 

2.0 26/09/2025 

Emilly Martins / 
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varren 

Compliance 26/09/2025 
Isabella 

Sarmento 

Audit and 

Compliance 

Director 

26/09/2025 Luciano Fialho 
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Development 
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Version Changes Made 

1.0 Initial Issue 

2.0 
Appointment of a substitute DPO in item 

14. 
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